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Operations Security? (OpSec?)

m Ursprung (US) Militér
m Durchfiihrung in mehreren Phasen

Identifizieren eigener Aktionen, die Feind beobachten kann
Identifizieren kritischer Informationen, die Feind nutzen kann
Analyse der Bedrohungen

Analyse der Schwachpunkte

Einschitzung der Risiken

Setzen von Mallnahmen zum Schutz Tatigkeiten oder Daten

(o) WV, TR S O I (S T

m keine (schwarze) Magie, Praxis seit Jahrhunderten

m gesunder Menschenverstand, Disziplin notwendig


https://fas.org/irp/doddir/army/ar530-1.pdf
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Intelligence - SIGINT, HUMINT

m Signals Intelligence (SIGINT)
m Communications Intelligence (COMINT) - zwischen Menschen
m Electronic Intelligence (ELINT) - zwischen Maschinen
m Human Intelligence (HUMINT)
NATO Definition: a category of intelligence derived from
information collected and provided by human sources

m HUMINT > SIGINT
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Biihne - Worum geht es?

m Kommunikationsverhalten

m direkte Interaktion (sprich Treffen und Sprechen)
m Telefonie
m (Instant) Messaging

m Datenverhalten

m Was wird wo wie gespeichert?
m Was wird (je) wie genau geldscht?
m Wer liest wo welche Daten?

m Metadatenverhalten

m das tiickische ,,Drumherum*
m kein Tag vergeht ohne Datenspuren
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Crypto Folklore - Lustiger Algorithmenstadl

m Verschliisselung / Crypto ist Heiliger Gral™

m Wirkung vorhanden, da three letter agencies verzweifeln
m Nebenwirkungen ebenso vorhanden

m wohliges Gefiihl, verringerte Aufmerksamkeit
m Selbstiiberschiatzung
m Panzertiir an Holzhaus, Bartschliissel in Brieftasche

m Applikationen, Expertinnen und Benutzer schlecht vorbereitet

m Metadaten werden vollig vergessen - siche HUMINT
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Plaintext Apocalypse Now
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Metadata Apocalypse Now
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Kommunikationsverhalten
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Mobilfunkgesellschaft

Structure of a GSM network (key elements)

Mobile Station (MS)

BSC

Base Station Subsystem (BSS)

MSC/VLR
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Network SubSystem (NSS)

HLR/AUC
Gr/Gs (E/|R)

GPRS backbone'
IP netwok
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Smartphonegesellschaft (1)

Apps
Baseband Application - Apps
CPU ' CPU
Apps
Ksi\:[e <—>»| SIM Apps
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Smartphonegesellschaft (2)
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L Vertrauensverhiltnisse

Vertrauensverhaltnisse

m Identitat wird nicht hinterfragt
m Kontaktdaten sind zu tiberpriifen

B george.w.bush@mailinator.com
ddrumpf@gmy.net
+43.1.123456789-0
5PATSDGM

02B9 1BAO D4E6 4C27 E509 D220 BA4E C820
5238 E480

m ,, Kenne ich vom Sehen. “ gilt nicht!

m Social Media gilt auch nicht!
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L Geheimnisse / Schiitzenswertes

Geheimnisse / Schiitzenswertes

Rule #4: The best way to keep a secret? Keep it to
yourself. Second best? Tell one other person - if you must.
There is no third best.

-ALJ G
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Wichtigstes Werkzeug iiberhaupt

&
A

TDIE KRESSE HALT
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Warum?

m The quieter you become, the more you are able to hear.
m beste HUMINT Gegenmalnahme

m Funkdisziplin! - im Falle von SIGINT

m erster Schritt zur Metadatenreduktion

m kein Fallback auf unsichere Methoden!

m gilt speziell fiir gewohnte Umgebungen
m LAN

Kaffeehaus

offentlicher Verkehr

Straen und Plitze


https://www.kali.org/
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Digitale Kontamination

m Daten hinterlassen lesbare Spuren

m beschriebene Datentriger

m ,Reste” im Arbeitsspeicher
m Daten kontaminieren Umgebung

m ® & 4 sind gute Analogien

m Datentriger immer reinigen oder vernichten
m Daten werden transportiert

m % Ansteckung, Epidemie
m “* Fallout”, Leck im Kiihlsystem
m Umgebung wird verunreinigt

BTW: Kontamination gilt auch fiir Vertrauensverhéltnisse
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Cryptofolklore in Wissen umwandeln

m Kenntnis Konfiguration aller verwendeten Applikationen in
Bezug
m zu Verschliisselung und
m zu Authentisierung und
m zu Integritét

m Crypto 101

m Algorithmen, Betriebsarten

m Schliisselverwaltung

m X.509 - Zertifikate, Schliissel, CSR, Annullierung
m Public Key Infrastructure (PKI)

m Funktionsweise Kommunikationsprotokolle
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Werkzeuge - Kommunikation

Signal fiir Nachrichten und Telefonie
GnuPG fiir Nachrichten (und Dateien)

S/MIME-fahige Software fiir Nachrichten
Instant Messenger mit Off-the-Record Messaging (OTR) Support

Adium (OS X)
ChatSecure & Orbot
Pidgin
SilentPhone/SilentText
Tor Messenger (noch ()

Tor - minimiert Metadaten auf TCP/IP Basis

Tor Hidden Services


https://whispersystems.org/
https://www.gnupg.org/
https://en.wikipedia.org/wiki/S/MIME
https://en.wikipedia.org/wiki/Off-the-Record_Messaging
https://www.torproject.org/
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Werkzeuge - Arbeitsumgebungen

m Virtualisierte Systeme - trennen, trennen, trennen, . . .

m gehirtete Systeme/Distributionen/Applikationen
m GNU/Linux Qubes OS

m SELinux

m Linux Grsecurity Patch

m Speichermedienverschliisselung

m cryptsetup (dm-crypt, loop-AES, VeraCrypt)
m Archive (7z, 1rzip,...)


https://www.qubes-os.org/
https://wiki.debian.org/SELinux
https://micahflee.com/2016/01/debian-grsecurity/
https://gitlab.com/cryptsetup/cryptsetup
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Werkzeuge - Datentransport

m [PSec (in IPv6 enthalten, weil vorgeschrieben)
m OpenSSH
m Tunnel fiir TCP
m Schliisseltausch problematisch
m OpenVPN
m Transport via TCP, UDP, HTTP(S)
m moglichst X.509 verwenden (Perfect Forward Secrecy)
m Webserver mit TLS Unterstiitzung

m TLS Konfiguration gut verstehen!
m siehe Applied Crypto Hardening


https://bettercrypto.org/
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Zusammenfassung

Jede(r) muf} seine Gewohnheiten {iberdenken

Periodische Updates fiir eigenes Wissen notwendig

Kryptographie ist ein Teil des Ganzen

m kein Schutz vor Einbriichen
m kein Allheilmittel
m Schliissel kann man stehlen/kopieren

eigenes Verhalten bestimmt letztlich die Sicherheit

Lieber 2 Tools verstehen als 10 Tools falsch anwenden!

Mobile und ,,smarte Devices gleich wieder vergessen.
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  A Cypherpunk's Manifesto

by Eric Hughes <ftp://soda.berkeley.edu/pub/cypherpunks/people/hughes.html>

Privacy is necessary for an open society in the electronic age. Privacy
is not secrecy. A private matter is something one doesn't want the whole
world to know, but a secret matter is something one doesn't want anybody
to know. Privacy is the power to selectively reveal oneself to the world.

If two parties have some sort of dealings, then each has a memory of
their interaction. Each party can speak about their own memory of this;
how could anyone prevent it? One could pass laws against it, but the
freedom of speech, even more than privacy, is fundamental to an open
society; we seek not to restrict any speech at all. If many parties
speak together in the same forum, each can speak to all the others and
aggregate together knowledge about individuals and other parties. The
power of electronic communications has enabled such group speech, and it
will not go away merely because we might want it to.

Since we desire privacy, we must ensure that each party to a transaction
have knowledge only of that which is directly necessary for that
transaction. Since any information can be spoken of, we must ensure that
we reveal as little as possible. In most cases personal identity is not
salient. When I purchase a magazine at a store and hand cash to the
clerk, there is no need to know who I am. When I ask my electronic mail
provider to send and receive messages, my provider need not know to whom
I am speaking or what I am saying or what others are saying to me; my
provider only need know how to get the message there and how much I owe
them in fees. When my identity is revealed by the underlying mechanism
of the transaction, I have no privacy. I cannot here selectively reveal
myself; I must /always/ reveal myself.

Therefore, privacy in an open society requires anonymous transaction
systems. Until now, cash has been the primary such system. An anonymous
transaction system is not a secret transaction system. An anonymous
system empowers individuals to reveal their identity when desired and
only when desired; this is the essence of privacy.

Privacy in an open society also requires cryptography. If I say
something, I want it heard only by those for whom I intend it. If the
content of my speech is available to the world, I have no privacy. To
encrypt is to indicate the desire for privacy, and to encrypt with weak
cryptography is to indicate not too much desire for privacy.
Furthermore, to reveal one's identity with assurance when the default is
anonymity requires the cryptographic signature.

We cannot expect governments, corporations, or other large, faceless
organizations to grant us privacy out of their beneficence. It is to
their advantage to speak of us, and we should expect that they will
speak. To try to prevent their speech is to fight against the realities
of information. Information does not just want to be free, it longs to
be free. Information expands to fill the available storage space.
Information is Rumor's younger, stronger cousin; Information is fleeter
of foot, has more eyes, knows more, and understands less than Rumor.

We must defend our own privacy if we expect to have any. We must come
together and create systems which allow anonymous transactions to take
place. People have been defending their own privacy for centuries with
whispers, darkness, envelopes, closed doors, secret handshakes, and
couriers. The technologies of the past did not allow for strong privacy,
but electronic technologies do.

We the Cypherpunks are dedicated to building anonymous systems. We are
defending our privacy with cryptography, with anonymous mail forwarding
systems, with digital signatures, and with electronic money.

Cypherpunks write code. We know that someone has to write software to
defend privacy, and since we can't get privacy unless we all do, we're
going to write it. We publish our code so that our fellow Cypherpunks
may practice and play with it. Our code is free for all to use,
worldwide. We don't much care if you don't approve of the software we
write. We know that software can't be destroyed and that a widely
dispersed system can't be shut down.

Cypherpunks deplore regulations on cryptography, for encryption is
fundamentally a private act. The act of encryption, in fact, removes
information from the public realm. Even laws against cryptography reach
only so far as a nation's border and the arm of its violence.
Cryptography will ineluctably spread over the whole globe, and with it
the anonymous transactions systems that it makes possible.

For privacy to be widespread it must be part of a social contract.
People must come and together deploy these systems for the common good.
Privacy only extends so far as the cooperation of one's fellows in
society. We the Cypherpunks seek your questions and your concerns and
hope we may engage you so that we do not deceive ourselves. We will not,
however, be moved out of our course because some may disagree with our
goals.

The Cypherpunks are actively engaged in making the networks safer for
privacy. Let us proceed together apace.

Onward.

Eric Hughes <hughes@soda.berkeley.edu>
<ftp://soda.berkeley.edu/pub/cypherpunks/people/hughes.html>

9 March 1993
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"O for a voice like thunder, and a tongue
To drown the throat of war! - When the senses
Are shaken, and the soul is driven to madness,
Who can stand? When the souls of the oppressed
Fight in the troubled air that rages, who can stand?
When the whirlwind of fury comes from the
Throne of God, when the frowns of his countenance
Drive the nations together, who can stand?
When Sin claps his broad wings over the battle,
And sails rejoicing in the flood of Death;
When souls are torn to everlasting fire,
And fiends of Hell rejoice upon the slain,
O who can stand? O who hath caused this?
O who can answer at the throne of God?
The Kings and Nobles of the Land have done it!
Hear it not, Heaven, thy Ministers have done it!"
--- Poem by William Blake (1757-1827)







MetadatenDas Dokument, welches dieses Dokument beinhaltet, ist voller Metadaten. Das gilt es zu vermeiden. Wie man das genau macht, erfährt man unter Umständen auf der nächsten www.cryptoparty.at.

One morning, when Gregor Samsa woke from troubled dreams, he found himself transformed in his bed into a horrible vermin. He lay on his armour-like back, and if he lifted his head a little he could see his brown belly, slightly domed and divided by arches into stiff sections. The bedding was hardly able to cover it and seemed ready to slide off any moment. His many legs, pitifully thin compared with the size of the rest of him, waved about helplessly as he looked. "What's happened to me?" he thought. It wasn't a dream. His room, a proper human room although a little too small, lay peacefully between its four familiar walls. A collection of textile samples lay spread out on the table - Samsa was a travelling salesman - and above it there hung a picture that he had recently cut out of an illustrated magazine and housed in a nice, gilded frame. It showed a lady fitted out with a fur hat and fur boa who sat upright, raising a heavy fur muff that covered the whole of her lower arm towards the viewer. Gregor then turned to look out the window at the dull weather. Drops of rain could be heard hitting the pane, which made him feel quite sad. "How about if I sleep a little bit longer and forget all this nonsense", he thought, but that was something he was unable to do because he was used to sleeping on his right, and in his present state couldn't get into that position. However hard he threw himself onto his right, he always rolled back to where he was. He must have tried it a hundred times, shut his eyes so that he wouldn't have to look at the floundering legs, and only stopped when he began to feel a mild, dull pain there that he had never felt before. "Oh, God", he thought, "what a strenuous career it is that I've chosen!

