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Why commercial surveillance (tracking)?

→ For Money!

- Get to know the users
- Create detailled person profiles (job, age, 
buying power, hobbies, politics, pregnancy ...)

- sell profiles to advertisement companies
- higher conversion rate with targeting
- higher prices for targeted ads
→ Conversion tracking
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(Potential) Problems

- Profiling, Scoring
- Deanonymisation
- Trade with person profiles (like stocks)

- insurances (tailored premiums)
- banks (tailored credit interests)
- employers (candidate screening)
- differential pricing
- political parties (election campaigns)



  

Webtracking annoys and prolongates the 
time to load the page

Here: Measures against commercial 
surveillance, NOT governmental spying!

Increase the surveillance cost, worsen the 
cost/benefit ratio of the webtrackers.

Highest surveillance cost: Tor Network, 
but problems with exits (“spoiled onions”)



  

New Firefox profile for playing around

Win7: {Windows-key + R}, “firefox.exe -p”

C:\Users\USER\AppData\Roaming\Mozilla\Firefox\Profiles

Linux: Open terminal,
run “firefox -p”

/home/USER/.mozilla/firefox

OS X: open terminal
/Applications/Firefox.app/
Contents/MacOS/firefox-bin
--profilemanager



  

Cookies

(+) Small textfiles to identify the browser 
during login sessions, e. g. online banking (e. 
g. 1st party cookie from banksite.com)

(-) Misuse for tracking, especially 3rd party 
cookies (almost everything else).

=> Google cookies used by NSA for 
identification purposes
Soltani A., 2013-12-10
NSA uses Google cookies to pinpoint targets for hacking
http://www.washingtonpost.com/blogs/the-switch/wp/2013/12/10/nsa-uses-google-cookies-to-pinpoint-targets-for-hacking

http://www.washingtonpost.com/blogs/the-switch/wp/2013/12/10/nsa-uses-google-cookies-to-pinpoint-targets-for-hacking


  



  

Graphic files in the hard disk cache

(+) Local storage of big pictures, reduction of 
used bandwidth (in times of modem and ISDN)

(-) Misuse for tracking, storage of individual, 
invisible tracking pixels

AddOn CacheViewer



  

Flash Cookies
Stored via Flash Plugin
http://samy.pl/evercookie

paths:
Linux
~/.macromedia/Flash_Player/#SharedObjects
~/.macromedia/Flash_Player/macromedia.com/support/flashplayer/sys

Mac
~/Library/Preferences/Macromedia/Flash Player/#SharedObjects
~/Library/Preferences/Macromedia/Flash Player/macromedia.com/support/flashplayer/sys

Windows 
%APPDATA%\Macromedia\Flash Player\#SharedObjects
%APPDATA%\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys

http://samy.pl/evercookie


  

Device Fingerprinting

Combination of multiple characteristics of 
browser, OS and hardware components

→ Probability for 2nd machine with 
identical dataset (“fingerprint”) = 0

Mandatory data via http protocol
http://www.xav.com/env.pl

http://www.xav.com/env.pl


  

JavaScript (JS): Optional sending of 
additional data
(+ ) . Animations

. Interactive content (drag&drop, 
appearing calendars on mouseclick)

(-) . UserAgent (additional to http!)
. details operating system
. list plugins (Flash, Java ...)
. activation of plugins

https://amiunique.org
http://browserspy.dk

https://amiunique.org/
http://browserspy.dk/


  

http://browserspy.dk/useragent.php
http://browserspy.dk/browser.php

http://browserspy.dk/useragent.php
http://browserspy.dk/browser.php


  

http://jsfiddle.net/ln9cd/4 , IP instead of proxy

http://jsfiddle.net/ln9cd/4


  

Plugins (Ctrl+Shift+A), example from 
office PC, Win 7, MS Office 2010

Here w/o
Flash !



  

Flash: Installed fonts of OS, and order of 
the fonts list!

Panopticlick



  

Java: OS-Details (http://ip-check.info) 
Win7 Office PC, Java turned on

http://ip-check.info/


  

MIME types: Allocation Filetype/Plugin
http://browserspy.dk/mimetypes.php
Win 7 Office PC, all plugins activated

http://browserspy.dk/mimetypes.php


  

Identification numbers in
HTTP request-header

GET /index.php?hotlinkingNotAllowed=23199470 
&auth=605886283&jsID=11835879&referer=true HTTP/1.1

HTTP Authentication

&auth= ...

JavaScript property identifier

&jsID= ...



  

HTTPS session tracking

Misuse of created https session, continous 
renewal during 48 h

a) Tracking via Session Resumption

b) Tracking via SSL-Session-ID

→ Both variants actually used

+ Tracking from CA via OCSP cookie



  

Countermeasures:
Allow only 3 local standard fonts



  

Set languages to en-us, en



  

“Always ask” for external aplications
→ Nothing happens w/o your permission



  

Reject 3rd party cookies, optional: 
private browsing, “Do not track” header



  

!!! Delete the browsing history every 
time you close Firefox !!!



  

Delete the history regularly during 
browsing: {Ctrl + Shift + Del}

Close tabs regularly (deletes the JS 
identifier)

E-Tags
HTTP-authentication



  

Do not save passwords in Firefox OR 
use a strong Master-PW ( %%&2mcR_{x`,#$4 )



  

Set the cache to zero, activate “Tell me 
… offline use”



  

Plugins (Ctrl+Shift+A): Switch off. Activate 
single ones only, when you need them, e. 
g. for the Youtube session in the evening.

Tradeoff: Privacy vs. Comfort and usability

Flash deact.: No fonts, no 
MIME types. Flash asked: 
Only MIME-types



  

Advanced measures via about:config



  

Turn off the disk-cache completely



  

Turn off DNS prefetching
network.dns.disablePrefetch : true
network.prefetch-next : false

Turn off sending of referrer
network.http.sendRefererHeader : 0

Turn off https tracking, create, if not existing:
security.enable_tls_session_tickets : false
security.ssl.enable_false_start : true

De-Googelize you browser. Search & delete 
“google”, but not in “safebrowsing” entries



  

In case of an exotic user agent, like 
Iceweasel or SeaMonkey/Icedove:
Set standard value for actual Firefox + OS. 
Do not try to cheat here, data output shall 
be consistent. Create new string

general.useragent.override

Mozilla/5.0 (X11; Linux i686; rv:34.0) Gecko/20100101 Firefox/34.0 

Mozilla/5.0 (X11; Linux x86_64; rv:34.0) Gecko/20100101 Firefox/34.0 

Mozilla/5.0 (Windows NT 6.1; rv:34.0) Gecko/20100101 Firefox/34.0 

Mozilla/5.0 (Windows NT 6.1; WOW64; rv:34.0) Gecko/20100101 Firefox/34.0 



  

Add some alternative search engines
… and use them !

Same for startpage



  

The last added search 
machine becomes the 
standard for the 
address bar



  

Use Bleachbit regularly

Deletes all locally stored markers

http://bleachbit.sourceforge.net

Read the description of single entries 
before use! Do not delete too much!

http://bleachbit.sourceforge.net/


  

AddOns: Load only programs from 
trustworthy sources, e. g. Mozilla, EFF ...
Blocking of data from 3rd parties
1) Request Policy. Individual whitelisting 
of 3rd party domains, e. g. wikimedia.org 
for wikipedia.org, ix.de for heise.de
https://requestpolicycontinued.github.io
(+) very secure, w/o consent nothing is 
loaded
(-) less comfortable, one needs to unblock 
all necessary 3rd party domains

https://requestpolicycontinued.github.io/


  

Other approach
2) AdBlock Edge. Standardized
blacklisting of undesired tracking domains
Choose your filter lists!

https://bitbucket.org/adstomper/adblockedge

(+) Comfortable. Unnoticed blocking in 
background, no interaction necessary
(-) One depends on the people writing the 
blocking lists: Reliability and trust.

https://bitbucket.org/adstomper/adblockedge


  

Blocking of 3rd party JS fingerprinting

NoScript
https://noscript.net

Delete the whitelist, turn IFRAMES off
Further option: Block all JS by default, 
individual whitelisting. Secure, but annoying

https://noscript.net/


  

Note:
All this helps against commercial tracking 
from
3rd party domains

(tracker1.com, tracker2.org, tracker3.net …)

NOT against
tracking from 1st party domain

(actualsite.com)

Only solution for 1st party tracking:
Turn everything off! (cookies, JS, pictures ...)



  

HTTPS 
everywhere

Choses https 
by default, if 
offered by the 
server. 

https://www.eff.org/https-everywhere

https://www.eff.org/https-everywhere


  

Other options
Block tracking domains

https://www.eff.org/privacybadger
https://github.com/futpib/policeman

Create confusion for JS fingerprinters
https://www.dephormation.org.uk/?page=81

Comfortable switching between multiple F'fox profiles
https://nic-nac-project.org/~kaosmos/profileswitcher-en.html

Individal control of referrer data
https://github.com/muzuiget/referrer_control

View tracking pixels in the cache
http://park2.wakwak.com/~benki

Active Cookie management
https://addons.mozilla.org/en-US/firefox/addon/cookie-monster

Insert random strings in fonts list
https://www.aeyoun.com/projects/fluxfonts

https://www.eff.org/privacybadger
https://github.com/futpib/policeman
https://www.dephormation.org.uk/?page=81
https://nic-nac-project.org/~kaosmos/profileswitcher-en.html
https://github.com/muzuiget/referrer_control
http://park2.wakwak.com/~benki
https://addons.mozilla.org/en-US/firefox/addon/cookie-monster
https://www.aeyoun.com/projects/fluxfonts


  

Further Tracking, not browser based
IP address  (repair: VPN, Tor, JonDo)
TCP/IP stack fingerprinting (repair: VPN, Tor, JonDo)
Defeating TCP/IP Stack Fingerprinting, Smart 2000
https://www.usenix.org/legacy/publications/library/proceedings/sec2000/smart.html
TCP/IP Fingerprinting Methods Supported by Nmap
http://nmap.org/book/osdetect-methods.html

Clock Skew (individual deviation local clock),      
repair: Firewall setup (block TCP Timestamp)
Stille Verfolger - Unternehmen setzen auf Nutzer-Tracking ohne Cookies,                  
c't 11/2014, S. 161/162, 
http://www.heise.de/artikel-archiv/ct/2014/11/160_Stille-Verfolger
Remote physical device fingerprinting, Kohno 2005 
http://www.caida.org/publications/papers/2005/fingerprinting

Individual X-UIDH Header (repair: VPN, Tor, JonDo)
Verizon Injecting Perma-Cookies to Track Mobile Customers, Hoffmann-Andrews 
2014, https://www.eff.org/deeplinks/2014/11/verizon-x-uidh

https://www.usenix.org/legacy/publications/library/proceedings/sec2000/smart.html
http://nmap.org/book/osdetect-methods.html
http://www.heise.de/artikel-archiv/ct/2014/11/160_Stille-Verfolger
http://www.caida.org/publications/papers/2005/fingerprinting
https://www.eff.org/deeplinks/2014/11/verizon-x-uidh


Trackertest: 1x without, 1x with measures

http://www.wieistmeineip.at

http://www.heise.de

http://derstandard.at

http://www.zalando.de

http://www.spiegel.de

http://diepresse.com

http://www.zeit.de

http://www.propublica.org

http://www.reddit.com

http://www.ebay.at

http://www.wieistmeineip.at/
http://www.heise.de/
http://derstandard.at/
http://www.zalando.de/
http://www.spiegel.de/
http://diepresse.com/
http://www.zeit.de/
http://www.propublica.org/
http://www.reddit.com/
http://www.ebay.at/


“Visited” 3rd parties, visualisation with Lightbeam

https://www.mozilla.org/en-US/lightbeam

W/o measures with measures

https://www.mozilla.org/en-US/lightbeam


Cookies

W/o measures with measures



Cache

W/o measures with measures



Example for JS fingerprinters, invisible tracking



Further readings
Study (German): Web-Tracking-Report
https://www.sit.fraunhofer.de/de/wtr
Study (German): Kommerzielle digitale Überwachung im Alltag
http://crackedlabs.org/studie-kommerzielle-ueberwachung
Congressional Testimony: What Information Do Data Brokers Have 
on Consumers?
http://www.worldprivacyforum.org/2013/12/testimony-what-information-do-data-brokers-have-on-consumers
European Comission, Data Protection, Article 29 Working Party
http://ec.europa.eu/justice/data-protection/article-29

2012-06-07, Opinion 04/2012 on Cookie Consent Exemption
2014-04-10, Opinion 05/2014 on Anonymisation Techniques
2014-11-25, Opinion 9/2014 on the application of Directive 

2002/58/EC to device fingerprinting
Cane from JonDo on browser tracking (German)
https://www.privacy-handbuch.de/handbuch_21.htm

https://www.sit.fraunhofer.de/de/wtr
http://crackedlabs.org/studie-kommerzielle-ueberwachung
http://www.worldprivacyforum.org/2013/12/testimony-what-information-do-data-brokers-have-on-consumers
http://ec.europa.eu/justice/data-protection/article-29
https://www.privacy-handbuch.de/handbuch_21.htm


How Microsoft and Yahoo Are Selling Politicians Access to You
http://www.propublica.org/article/how-microsoft-and-yahoo-are-selling-politicians-access-to-you

Everything We Know About What Data Brokers Know About You                                
      So they don't sell information about my health?
http://www.propublica.org/article/everything-we-know-about-what-data-brokers-know-about-you

Insurers Test Data Profiles to Identify Risky Clients
http://online.wsj.com/news/articles/SB10001424052748704648604575620750998072986

Has Google Gone Too Far? Parental Status Demographic Added to AdWords
http://www.wordstream.com/blog/ws/2014/06/20/adwords-parental-status

German articles:

Wie Facebook-Einträge einen Kredit verhindern können
http://www.wsj.de/nachrichten/SB10001424052702303848104579310063733795206

EC-Datenfirma wollte zur neuen Schufa werden
http://www.zeit.de/digital/datenschutz/2011-09/easycash-datenschutz-schufa

Tricksen und täuschen mit System (Preisdifferenzierung im Internet) 
http://www.sueddeutsche.de/digital/preisdifferenzierung-im-internet-tricksen-und-taeuschen-mit-system-1.2097965

Auktion wie ein Wimpernschlag (Real Time Bidding, Preisfindung für zielgerichtete 
Internetwerbung) 
http://www.sueddeutsche.de/digital/internet-werbung-auktion-wie-ein-wimpernschlag-1.2065322

http://www.propublica.org/article/how-microsoft-and-yahoo-are-selling-politicians-access-to-you
http://www.propublica.org/article/everything-we-know-about-what-data-brokers-know-about-you
http://online.wsj.com/news/articles/SB10001424052748704648604575620750998072986
http://www.wordstream.com/blog/ws/2014/06/20/adwords-parental-status
http://www.wsj.de/nachrichten/SB10001424052702303848104579310063733795206
http://www.zeit.de/digital/datenschutz/2011-09/easycash-datenschutz-schufa
http://www.sueddeutsche.de/digital/preisdifferenzierung-im-internet-tricksen-und-taeuschen-mit-system-1.2097965
http://www.sueddeutsche.de/digital/internet-werbung-auktion-wie-ein-wimpernschlag-1.2065322


  

Thanks for you attention!

Have fun in the web

           … and stay hiding!

Visit us and/or join us!

https://privacymachine.eu 

https://cryptoparty.at/graz

Questions, comments, corrections, critics, 

choruses of praise? E-Mail to
an.to_n-73 at riseup net, PGP Key-ID: 0xA2A97D7D, 4096R, 2013-12-08
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https://privacymachine.eu/
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