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http vs. https vs. Private Mode
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Phishing: netbanking.sparkasse.at.someweirdpage.com
Zertifikate
Plugins: Flash & Java
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Dein Browser erzahlt viel tber dich!

https://panopticlick.eff.org/
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User Agent 10.98 201416 Mozil5.0 (X11: Linux x86_84; v:34.0) Gecko/20100101 Firsfox/34.0
HW:;:;Z?SEPT 9.49 717.25 fextihiml */* gzp. deflaie enGB eng=0.5
Plugin 0: Gname ShellInegmiion: This plugin provides infegmiin wih Gnoms Shellfor lve exfension enabling and disabling. If
Browser Plugin 11.08 2098.09 can be used only by omg: P =0: (Gnome ShellIntegration Dumimy Gonlent-Type:
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Flazh ion/x-shock flash: suf) Plyer appl =l
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Color Depth
System Fonts 242 5.35 No Flash or Java fonts detected
Are Cookies
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supercookie test

DOM bealStomge: Yes. DOM sessionSlomge: Yes, |E useData: Ho

Leam aboul Panapticlick and web tracking.

Thanks fo browserspy.dk for the font defection code, and o breads rumbs for supsmockie help.

Frequently asked questions.
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Panepticlick

How Unique

and Trackable — Is Your Browser?

Within our dataset of several million visitors, only one in 1,644,900 browsers have the
same fingerprint as yours.

Currently, we estimate that your browser has a fingerprint that conveys 20.65 bits ot
Identifying information.

The measurements we used to obtain this result are listed below. You can read more
about our methodology, statistical results, and some defenses against fingerprinting in
this article.

Help us increase our sample size: (4 50 EmECS
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Plugin 0: Grome ShellIntegriion: This plugin provides infegration wih Gnome Shellfor ve exiension enabling and dissbling. It




Within our dataset of several million visitors, only one in 548,305 browsers have the
same fingerprint as yours.

Currently, we estimate that your browser has a fingerprint that conveys 19.06 bits ot
identifying information.

The measurements we used to obtain this result are listed below. You can read more
about our methodology, statistical results, and some defenses against fingerprinting in

this article.
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HTTP_ACCEPT Headers 1157 308117 e 8.07a=0.8 gzp. deflate
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Frequently asked questions.
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1. Cookies
2. Java Script



» hohere Preise
» fiir Mac-/iPhone-User*
» wenn mehrfach gesucht
» Produktvorschlage, Suchvorschlage, Direct Mailings

» "relevante” Werbung & Artikel
» Filterbubble (auch Google!)



1. Cookies
2. Plugins

— disable Cookies
— block Java Script
— install Ghostery (or similar)






> hohere Preise
» fiir Mac-/iPhone-User*:
https://www.spiegel.de/wirtschaft/service/
datenauswertung-bei-orbitz-apple-user-zahlen-mehr-fuer-
html
» wenn mehrfach gesucht :
http://www.finanzfrage.net/frage/
werden-fluege-teurer-wenn-man-die-seite-mehrfach-aufruf
» Produktvorschlage, Suchvorschlage, Direct Mailings
» "relevante” Werbung & Artikel:
http://www.welt.de/wall-street-journal/
article109596525/
Facebook-will-Zugang-zu-seinen-Daten-verkaufen.
html
https://netzpolitik.org/2014/
glaeserner-user-wie-verlage-ihre-leser-ausspaehen/
» Filterbubble (auch Google!):
http://www.thefilterbubble.com/

» Zombie-Cookie:
Tddaos e 7/ Torerer o T oo Ao omea ]


https://www.spiegel.de/wirtschaft/service/datenauswertung-bei-orbitz-apple-user-zahlen-mehr-fuer-hotelzimmer-a-840938.html
https://www.spiegel.de/wirtschaft/service/datenauswertung-bei-orbitz-apple-user-zahlen-mehr-fuer-hotelzimmer-a-840938.html
https://www.spiegel.de/wirtschaft/service/datenauswertung-bei-orbitz-apple-user-zahlen-mehr-fuer-hotelzimmer-a-840938.html
http://www.finanzfrage.net/frage/werden-fluege-teurer-wenn-man-die-seite-mehrfach-aufruft 
http://www.finanzfrage.net/frage/werden-fluege-teurer-wenn-man-die-seite-mehrfach-aufruft 
http://www.welt.de/wall-street-journal/article109596525/Facebook-will-Zugang-zu-seinen-Daten-verkaufen.html
http://www.welt.de/wall-street-journal/article109596525/Facebook-will-Zugang-zu-seinen-Daten-verkaufen.html
http://www.welt.de/wall-street-journal/article109596525/Facebook-will-Zugang-zu-seinen-Daten-verkaufen.html
http://www.welt.de/wall-street-journal/article109596525/Facebook-will-Zugang-zu-seinen-Daten-verkaufen.html
https://netzpolitik.org/2014/glaeserner-user-wie-verlage-ihre-leser-ausspaehen/
https://netzpolitik.org/2014/glaeserner-user-wie-verlage-ihre-leser-ausspaehen/
http://www.thefilterbubble.com/
http://www.golem.de/news/tracking-us-vermarkter-nutzt-zombie-cookies-1501-111721.html
http://www.golem.de/news/tracking-us-vermarkter-nutzt-zombie-cookies-1501-111721.html
http://www.golem.de/news/tracking-us-vermarkter-nutzt-zombie-cookies-1501-111721.html
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