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Difficulty

As of June 2017, hash puzzles have a difficulty of ≈ 75 leading
zero Bits, e.g.

h=0000000000000000002f47c8785c85cd6
e7dc5e8249ebb7c9ba065408ec03209
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The consensus mechanism

Rule: Truth is defined by the longest chain (minus last five
blocks)

Not valid! -> mining effort worthless

Not valid!
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The consensus mechanism

Hence miners always work on longest chain

• it is the most profit promising
• otherwise mining effort eventually rewardless
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The consensus mechanism

Stability: forks are not stable!

Uh-Oh!
Other chain
is longer!

Let's move
there!
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Robustness: double spending attack not feasible

tx

tx'in secret

hash race: min. 6 blocks to go
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The consensus mechanism

Not feasible 6= impossible

computing power success
(% of entire network) probability

50% 1.
40% 0.550625
30% 0.177352
20% 0.0274155
10% 0.00678378
5% 0.0000287455
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How to start

Choose wallet software

Be careful, not all wallets offer same features / security −→
see https://bitcoin.org
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• online marketplaces, e.g.

• local exchange, e.g. paper wallets
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Where can I buy bitcoins?

• online marketplaces, e.g.

• local exchange, e.g. paper wallets
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Thank you!
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some links

• https://bitcoin.org/en/
• https://blockchain.info/
• A.M. Antonopoulos, Mastering Bitcoin, O‘Reilly 2014.

• http://zerocash-project.org/
• https://www.ethereum.org/

https://bitcoin.org/en/
https://blockchain.info/
http://zerocash-project.org/
https://www.ethereum.org/
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